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Information about this Manual
This manual contains guidelines on how to use the eNETS Report and Administrative functions. This
Manual helps to provide merchant personnel with an understanding of the eNETS Report and

Administrative functions.

If you have any guestions about this Manual, please give us your comments:
e By Customer Service Hotline: (65) 6274 1212

Operating Hours:
8:30am to 6:00pm Mondays - Fridays.
Closed on Saturdays, Sundays and Public Holidays.

e By Email: info@nets.com.sg
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1 Introduction

1.1 Overview

The eNETS Report and Administration is an internet-based portal that allows merchants to monitor
and manage their online transactions. To use this facility, a merchant profile is needed. The
profile is a record of the merchant’s details and permitted functionalities (e.g. ability to perform

authorization, view selected reports etc).

1.2 Helpdesk

For problems or queries in using the system, please contact us by:
e Customer Service Hotline: (65) 6274-1212

Operating Hours:
8:30am to 6:00pm Mondays - Fridays.
Closed on Saturdays, Sundays and Public Holidays.

e Email: info@nets.com.sg
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2

Access Control by System Administrator

Note to Reader:

This Section should be read by the System Administrator (SA) of the company. If you are NOT the SA of

the company, please proceed to Section 3 and onwards.

The SA account is the top-level account and is the only account created by NETS for each company. |t

is advisable that this account is used ONLY for administrative purpose i.e. do not use this account for

other fransaction or report functions. The SA account is the only account that is not removable and

conseqguently provides the only access should other accounts be locked. It should therefore be the

ownership of a Manager/Supervisor of the company.

2.1

Access Control Management

In each organization, eNETS shall assign a "Group Name” to the organization e.g. "Ocean
Group”, “Astoria Florist” etc. Against each of this Group, the relevant functions will be assigned.
e.g. "Ocean Group” has been granted the functions *Merchant Reports”, *Merchant Admin”

etc.

For each organization, eNETS will only create one account, and this account is typically assigned
to the SA of the company. Thereafter, the SA will be responsible for creating the “Roles”, and
Users. By Roles, the SA can define what functions can be accessed by users under this Role. For
example, the Finance department is in charge of billing and the operations deparfment takes
care of fulfllment. The SA can create two roles: Finance and Operations. Against the Finance
Role, the SA can assign the ability to view elnvoices and Transaction Reports. Likewise, for the
Operation Role, the SA can assign the ability to view Transaction Reports, and even the function

to authorize a credit card payment.

The diagram in Figure 2.1 illustrates the relation between Group, Roles and Users.
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Roles are created by the

“Finance”

Report assigned.

Group is defined by eNETS.
Correspondingly, eNETS  will

Rnla

company’s SA. Roles such as assign the allowed Functions
noo- can be created Group X under this Group.
and Functions such as viewing
of elnvoice and Transaction
In this case,
any User tied to the Role Role A Role B Role C

“Finance” have access to the
functions assigned under this

2.2

2.2.1

AN
7 o ',é\';' o U

Figure 2.1 - Relationship between Group, Role and Users

Role Management

Create Role

In each organization, the role of each person or supporting unit may be different. Under

eNETS, the SA can assign the relevant functions, reports to each department.

For example, the Finance department is in charge of biling and the operations

department takes care of fulfillment. The SA can create two roles: Finance and
Operations. Against the Finance Role, the SA can assign the ability to view elnvoices and
Transaction Reports. Likewise, for the Operation Role, the SA can assign the ability to view

Transaction Reports, and even the function to authorize a credit card payment.

Finally, under each Role, you can assign one or more Users.

For an SA to create a Role:

- Login to the eNETS Administration & Report Portal (refer to Section 3) for details on
Login).

- Please ensure that you are assigned the function “Access Control”. From this
function, you will be able to manage the roles of your users within your company.

- To create a "Role”, from Figure 2.2, navigate as follows:

Access Control > Role Management > Create Role

September 2010
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eNETS

LOGouUT

Change Password
fpoess Control
= Group Managemert
= Role Managemert

= Housekeep Roles
5 lser Managemert
Werchart Admin

Merchart Reparts

Thursday, 23 September 2040

Figure 2.2 - Page showing navigation menu with Create Role highlighted

Enter the name for the new role in the page that follows (Figure 2.3). As a
guideline, the name of a “Role” could describe the main/primary responsibility of
a group of personnel in your company. For example, you can create the role
“Finance”, and subsequently assign the functions such as accessing of salient

transaction reports for accounts reconciliation.

e m Thusday, 23 September 2010

Merchant

EN ETS |!R°'eName I Je————— Tip: Role Name could reflect

LOGOoUT

Access Control | Role Management | Creste Role

Create Role

Group Hame || itian =] | Enter the Role Name here.

f the department’s name

Access Control

Changs Passward

=  Group Management

= Role Management
= Housekesp Roles I update Rale
= Create Role

= User Management I Unto ok ser Aceount - Housekeep Users I Create User

Group Management
I_ Housekeep Groups I_ Create Group I_ Delete Group

[ update eroup

Role Management

[ Housekesp Roles [ Create Role 7 belete Role

Uzer Management

Figure 2.3 — Assigning a Name to a Role to be created under your organization
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To assign the functions against the Role, check the appropriate boxes. (Figure 2.4)

Click the “"Submit” button to save the functions against this role.

cNETS

Merchant

eNETS

LOGouT

Change FPassword
Access Control

Group Managemert

=

= Role Management
= Housekeep Roles
= Create Role

= Uszer Managemert

terchant Admin

Merchant Reports

Acocess Control

Create Role

| Role Management |

Creata Role

Thursday, 22 September 2010

|Gmup Mame

I einian ]

|Ro|e Name

||F'rcrfi|e tanager

Group Management
F Houzekeep Groups

|7 Update Group

Fole Management
|7 Houzekeep Rolas

p Update Rale

User Wanagement
I_ Unlock U=er Account

I- Lelete User

herchant Frofile

¥ Update URLs

I_ Create Role

I_ Housekeep Usars

I- Update User

Access Control

To assign the function against

el

appropriate box.

role,

check on the

I_ Delete Role

I_ Create User

I- Change User pasanord

Merchant Admin

Figure 2.4 - Create Role Page after role name input and function allocation
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2.2.2 Housekeeping Roles

This function will give the SA a holistic view of the various Roles in the organization, and the

functions assigned against each role.

accounts,

From here, you will be able to housekeep the

- After login, access this functional page, as shown in Figure 2.5, via the navigation

menu in the following order:

Access Control > Role Management > Housekeep Roles

cNETS

Merchant

eNETS

LOGOUT

Change Password

Access Control

= Group Managemernt

= Role Management
= Create Role

= User Managemert

Merchant Admin

Merchant Reports

Thursday, 23 September 2010

Figure 2.5 - "Access Control” with ability to list Roles assigned fo an organization
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Merchant

eNETS

LOGOUT

Change Fassword
Access Cortrol
=  Group Management
=  Role Managerment

= Creste Role

= Housekeep Roles
=

U=zer Managerert

Thursday, 23 September 2010

Access Control | Role Management | Housskesp Roles

List Roles

Search Role By
Marne:

I—Iu o< CLEAR )

illian

Search Tips:

1. To list ALL the Roles, enter **” (asterisk).

2. To get a more precise list, enter a close guess of the name.
For example, enter “FIN” means you want to list any Roles that
has the letters "FIN”

Figure 2.6 — Search for a particular Role

Merchant

eNETS

LOGoOUT

Change Password

Access Control

=  Group Management

= Role Management

= Creste Role

= Housekeep Roles

=  User Management

Thursday, 23 September 2010

Acoess Control | Role Management | Housekesp Roles

List Roles

Search Role By
Marre:

——

illian illian
dministrator Gillian
User bdanagement Gillian

Figure 2.7

- Results presented affer a search
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- From the results page (Figure 2.7), there are two actions which the SA may

undertake:
)} Edit the functions assigned to a Role.
i Delete the Role.

2.2.2.1 Editing an existing Role

- From Figure 2.7, click on the icon under the “Edit” column of the
corresponding Role.

- The following Edit Role page displayed will show the list of functions
assigned against the Role.

Thursday, 23 September 2010

Access Cortrol | Role Management | Update Role

Edit Role
Group Mame: Gillian
Fole Hame: Uzer bfanagement
Merchant :
EN ETS Access Control
LOGOUT |
|Group Management
Change Password
® | I_ Houzehkeep Groups | I- Create Group | I- [relete Group
Aocess Control | I_ Update Graup

= Group Management
|Ro|e fManagement

= Role Manzagement ||_Housekeep Rales |I- Create Rale | I-Dele‘te Raole

= Creste Role | |- Update Role

|User Management

= Housekeep Roles

®  User Management | '7 Unlodk User Account | F Househeep Users | p Create Uzer
tderchart Admin | p Delete Uzer | |7 Update User | p Change Uszer pasanord
Merchart Reports .

i Merchant Admin

Figure 2.7.1 - Editing a Role

- To add a new function against this Role, check against the box (as
illustrated in Figure 2.4.
- Similarly, to remove a particular function against the Role, click on the

“checked box”. You should notice that the “check” against the box would

September 2010 Page 8 eNETS REPORTS & ADMINISTRATION USER GUIDE
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2222

disappear. This would indicate that the function is no longer available

against this Role.

Deleting an existing Role

From Figure 2.7, click on the icon under the "Delete” column of the
corresponding Role.

You will see a pop-up box, asking for your confirmation (Figure 2.8).

When a Role is deleted, this means that any Users who were tied to this
Role, will NO longer be able to perform the functions. For example if Userl,
User2, User3 are all tied to the Role “Finance” (which has the functions of
View Invoices and Transaction Reports), and “Finance” is deleted, all of
these three users will NOT be able to view Invoices and Transaction Reports.

Once a Role is deleted, the system will not be able to “roll-back” the

Merchant

eNETS

LOGOUT

Administr.

Change Fassword
Acocess Control

Group Management

= Creste Role

=

= Role Management
= Houseskesp Roles

=

User Managemert

Uzer Man,

settings.
Thursday, 22 September 2010
Access Control | Role Management | Housskeep Roles
List Roles
Search Rale By I [/ _‘_m-

The page at https:/ /test.enets.sg say

e fire you sure you want to delete?

Cancel

Figure 2.8 — Deleting a Role
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2.3 User Management

2.3.1 Create User

After the SA has created the Role, specific users can be assigned to the Roles created.

To create a User (against a Role):

After login, access this functional page, as shown in Figure 2.9, via the navigation
menu in the following order:

Access Control > User Management > Create User

e EFS Thursday, 23 September 2010

Merchant

eNETS

LOGOUT

=

=

=

Change Password
Access Control
Group Managerent
Role Management
User Managemert

= Housekeep Users
Merchart Admin

terchant Reports

Figure 2.9 - Navigation menu with option to Create User

To set-up a User account (Figure 2.10), the SA must provide the following
information:
)) Name of User,
i) Email Address,
i) User Login ID,
iv) Password. Rules for setting the password:
6 - 20 characters in length.
Must be alphanumeric i.e. combination of numbers and alphabets.
Cannot be the same as the Login ID.

September 2010

Page 10 eNETS REPORTS & ADMINISTRATION USER GUIDE
Version 1, Revision 1
CONFIDENTIAL



- Once the User account has been set-up, the SA may email the Login ID and
Password to the relevant User. SA should advise the user that upon the first login,

the user will be prompted by the system to change the password.

e m Thursday, 22 September 2010

Aooess Control | User Management | Create User
Create User
Graup Name [einian =] Enter the information of the User.
Merchant Choose Role: IGiIIian vl G — Once Th,e SeJH‘fp s Comple.Ted'
N ETS the SA is required to email or
Erter User N IAnd T: . )
e ST serEmE e inform the User of the assigned
Erter emzil drevwtani@y=hoo.com.sg i
oGOt ! Login ID and Password.
Erter Login (D Iandrewtan
Change Fassword Erter Password: Inunnnu

Re-type Password: asssnsassasa

Access Control

= Group Management
= Role Managerment
= User Managerernt

= Housekesp Users

= Create User

Figure 2.10 - Create a new User

2.3.2 List Users

This function will give the SA a holistic view of the various Users in the organization, and the

functions assigned against each role. It is advisable that the SA reviews the list of Users

accessing the system at least once a year. This will help the SA housekeep the list of Users

who should have the rights to access the system.

To view the list of Users that is currently able to access the system

- After login, access this functional page, as shown in Figure 2.11, via the navigation
menu in the following order:

Access Control > User Management > Housekeep Users

September 2010 Page 11 eNETS REPORTS & ADMINISTRATION USER GUIDE
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LOGOUT

Thurzday, 23 September 2010

Access Control | User Management | Housekesp Users

List Users
Search User By I— [ ‘.m-
Marne:

| Mo records found |

Change Password

Access Control

=  Group Management

= Role Management

= User Managerment

= Create User

Merchart Adrmin

| terchant Reports

= Housekeep Users

Figure 2.11 - Navigation menu to view list of Users

Merchant

eNETS

LOGOUT

Change Password
Aocess Control
=  Group Managemernt
=  Role Management
= User Managerment

= Housekeep Users

= Create User

Search Tips:
1. Tolist ALL the Users, enter “*” (asterisk).
2. To get a more precise list, enter a close guess of the name.

For example, enter “Tan” means you want to list any Roles that
has the letfters “Tan”

Access Control

| User Manafement

List Users v

Search Uszer By I*— | = IS< CLEAR 1
Harme:

illiant Fillian Fillian lupport@smant2pay.com  PAactive

First time
login,
andrentand @yahoo. com.sg|P azawo rd
change
needed
First time
login,

F asamard
change
neaded

M. M. A

o eian Gillian
Tan

M.A

Lizer
fanagement

Llade Lim Fillian jadeyuen_limi@yvahoo. com (N

Figure 2.12 - List of Users to the system currently

September 2010
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- From the results page (Figure 2.12), the status of the User accounts are indicated.

The possible status are:

Active: Accounts that are able to access the eNETS Administration and
Report System.

First time login, Password change needed: These accounts reflect those
where the user has yet to login, and upon first login, they will be prompted
to change their password. It also indicates the status for users whose

password has been reset, but have yet to login to change.

- The other tasks that the SA is able to perform against each User account here

includes:

i) Editing of the User’s account

i) Deleting the User’s account from further use of the system.
i) Changing of Password.

iv) Unlocking of the User’s account

2.3.2.1 Editing of a User’s account

From the results page (Figure 2.12), click on the icon under the “Edit”
column of the corresponding User’s account,

At the following page (Figure 2.13), only two set of information can be
edited:

- Name of the User

- Email Address.

Information such as the Login ID cannot be amended.

e m Thursday, 23 Septembar 2010

Merchant

Login 0 andrentan
eNETS  |eommeme

Enter email [andrewtan: oo.com
__ < EER

LoGouT

Change Passward

Access Control

= Group Management

= Role Management

= User Mansgamert

sekeep Users

= Creste User

fooess Cortrol | User Management | Update User

Edit User

Group Name Gillian
fale Name Gillian

Figure 2.13 - Edit User’s information

September 2010
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2.3.2.2 Delete a User’s account

From the results page (Figure 2.12), click on the icon under the "Delete”
column of the corresponding User’s account,

You will see a pop-up box, asking for your confirmation on the deletion of
the User’s account.

When an account is deleted, this means that the selected user will NO
longer be able to perform the functions.

Once a User account is deleted, the system will not be able to “roll-back”

the settings.

2.3.2.3 Change Password for a User’s account

From the results page (Figure 2.12), click on the icon under the
*Change Password” column of the corresponding User’s account.

In the following screen (Figure 2.14), you will be required to enter the new
password of the User.

Important password rules to note:

i) 6 - 20 characters in length.
i) Must be alphanumeric i.e. combination of numbers and alphabets.
iiii) Cannot be the same as the Login ID.

Merchant

eNETS

LOGOUT

Apcess Control | Userhdanagement | Change User password

Change User Password

Thursday, 23 September 2010

|Group Hame |Gi|lian

[Rale Hame [#ittian

|UserName andrew Tap
Pazawmord ||............
Re-type Pasamord ||............

Change Password
Ancess Cortrol

= Group Management
=  Role Managemert
=

User Manage mert

= Housekeep Users

Note:

i 8-20 characters.

i) Mlust contain at least one digit and one alphabet.

Figure 2.14 - Change User Password

September 2010
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2.3.2.4 Unlocking of a User’s account

A User’'s account will be locked if there was three consecutive failed logins. In

such a case, the User may request for the SA to assist in “unlocking” the account.

In most cases, users are unable to login due to the fact that they may have
forgotten their password. In this case, after unlocking, the SA may select to
change the password of the affected account. The steps for changing password

for the user are covered in Section 2.2.2.3.

To unlock a user’s account,

- From the results page (Figure 2.12), click on the icon under the “Unlock”
column of the corresponding User’s account.

- Once the account has been unlocked, the confirmation page shown in Figure
2.15 is displayed.

Thursday, 23 September 2010

Access Control | User Management | Unlock User Account

“ou have successfully unlodeed the following user

User Hame: Jade Lim

Login Il jadelim

Merchant

eNETS

LOGOUT

Change Fassword

Access Control

=  Group Managemert

®  Role Management

= U=er Management

* Housekesp Users

= Creste User

Figure 2.15 — Confirmation page after unlocking a user account
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3 Getting Around
3.1 URL
The eNETS Administration and Report System is accessible from:
https://admin.enets.sg
3.2 What’s needed for login
To access any of the functions in the system, a User must have:
- Login ID
- Password
The Login ID and Password may be obtained from your company’s System Administrator (SA).
Please note the Login ID and Password are both case sensitive.
If you are unable to recall your Password, please inform your SA who will be able to reset your
password.
In the event that you enter your Password incorrectly, you will be locked out from the system
automatically after three consecutive failed attempts. In this case, please request for your
company’s SA fo reset your account.
e m Thursday, 23 September 2010
Admin .
eNETS login to my eNETS
LOGIN
Merchant Registration BOTh The LOgin ID Ond
Password are case sensitive.
Frivacy Policy Login ID l:l ——
(Case sensitive. G - 20 letters and digits) If yOU hcve 3 Consecuﬁve
peoutibuidelings Fassword |:| - failed logins, your account will
e (Case sansitive. 3 - 20 letters and digits.) OUmeOTiCO”y be Iocked.
Figure 3.1 - Login Page fo eNETS Administration & Report portal
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3.3 Login For the First time

When you login for the first time, you will be required to change your password (Figure 3.2). After
you have changed your password, you will be required to login again, this time, using the

password that you have specified.

e m Thursday, 23 September 2010

Change Fasamword

® This iz the first time you are logging in. You are required to change your P assword.

Enter Login 10: |andrewtan
Admin Erter Currert Password: I............
e N ETS Erter News Password: I............
LOGIN Re-enter Mews Fas=word: I............
Hote:
terchant Registration i1 2-20 characters.

i) Must contain at least one digit and one alphabet.
Privacy Palicy

Security Guidelines

Customer Service

Figure 3.2 — Change password after first login

3.4 Navigation after login

The navigational menu is located on the left-hand side of the page.

e m Thursday, 23 September 2010

Merchant

eNETS
R tomy eNETS

| Change Password

| Access Cortrol
| Merchant Admin

| Merchant Reparts

Figure 3.3 — Functions assigned fo each user is displayed on the left
Each user may see a different set of options on the left menu. This is due to the functions assigned to

each user.
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3.5 Changing Password

Users can voluntarily change their password by accessing the "Change Password” option (Figure
3.4) on the left of the navigation menu. Also, they may be forced to change password upon
login under the following conditions:

- Password is not changed for a configurable of time (e.g. default after 90 days)

- Login for the first time

Some rules to the password that can be used:

) 6 - 20 characters in length.
i) Must be alphanumeric i.e. combination of numbers and alphabets.
i) Cannot be the same as the Login ID.

Change Pasaword

Erter Current Fassword: I............

Erter New Password: I............

Y T Re-srter Mews Password: [ssssssssnsss
e N ETS Fazanard Guidelines:
i1 8-20 characters.

i) Must contain at least one digit and alphabet.

LOGOUT

i) hMust NOT be the same as your LoginlD.
Change Passwaord

[~ Bo< CLEAR |
Azcess Contral

Merchart Admin

Merchant Reports

Figure 3.4 — Subsequent Change password
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4.1

4.2

Specific Functions

Merchant Profile Management

4.1.1

4.1.2

Update Profile

This function allows you to update your company’s information including the salient
contact people or mailing address. To update your company’s informatfion, the
navigation menu is as follows:

Merchant Admin > Merchant Profile > Update Profile

View Profile

This function allows you to view the details of your company’s profile. To view the
company'’s profile, access this functional page, the navigation menu is as follows:

Merchant Admin > Merchant Profile > View Profile

Public Key Management

4.2.1

Request Public Key Upload

All fransactions made between your webstore and eNETS system are digitally signed with
a digital cerificate. Any payment request originating from your webstore will be signed
using the private key accepted to the eNETS system. When the payment request is
received at eNETS system, it will be verified with the public key that you have uploaded
with the eNETS system. It is recommended that this function is assigned to a person with

technical background.
This function allows you to upload the public key that is used to sign your tfransaction.
- Before you can upload a public key, you would have to submit a request. To

request for a public key upload, the navigation menu is as follows:
Merchant Admin > Public Key Upload > Request Public Key Upload
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cNETS

Thursday, 23 September 2010

Merchant

eNETS

LOoGouT

Change Password
Agcess Control
Merchart Admin
= Merchant Prafile
= Public Key
= Public Key Upload
= Upload Public Key

. Request Public Key
Uplo=d

Merchart Reports

Figure 4.1 - Navigation menu with Request Public Key Upload highlighted

- In the page that follows, click on the “Submit” butfton fo frigger an email
containing the password to be sent to the specified company’s email address (this

is set to the Main Contact’s email address). Refer to Figure 4.2 for an illustration.

e m Thursday, 22 September 2010

terchant Admin | Public Key Upload | Reguest Public Key Upload

Request Public Key Upload

To confirm change of security key, click the button below and you will
receive an email with instructions on how to upload wour new key,

eNETS [« ]

LOGOUT

Change Fassword

Figure 4.2 - Request for Public Key Upload
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- Another page will be shown with the successful message as in Figure 4.2.

e m Thursday, 23 September 2010

Merchant Adrmin | Fublic Key Upload | Reguest Fublic Hey Upload

Request Public Key Upload

#® “‘ourrequest has been sent.

Merchant

eNETS

| LOGoUT

| Change Password

Figure 4.3 - Successful request for Public Key Upload

4.2.2 Upload Public Key

After you have requested to upload the public key (as depicted in Section 4.2.1), you are

ready to upload your public key.

- To do this, access the functional page via the navigation menu in the following
order:
Merchant Admin > Public Key Upload > Upload Public Key

- In this page as shown in Figure 4.4, enfer the password that was received in the

email and click on “Submit” button.

e m Thursday, 23 September 2010

Merchart Admin | Public ey Upload | Upload Public Key

Upload Public Key For verification purpose, you
will be required to enter the
Flease entar the passward inthe email send to you: Password sent by the eNETS
- P system to your company’s

Merchant < ! , 8
EN ETS Fassward I'"""“" Main Contact’s email address.
Password entered here is case

| LOGOUT sensitive.

| Change Password

Figure 4.4 - Enter the received password to verify that you have sent a request to upload the certificate
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In the following page (Figure 4.5) you will be required to specify the path of your

public key. Use the "Browse” function to search for the location of your key.

cNETS

[T

L] o . By

Figure 4.5 - Specify the location of the key for upload

4.2.3 View Public Key

After uploading a key, you are able to view the keys by accessing this function.

Access this functional page via the navigation menu in the following order:

Merchant Admin > Public Key > View Public Key

Thursday. 23 Seplember 2010

cNETS

Merchant

eNETS

LOGOUT

Change Password
Aooess Control

Merchant Admin

= Merchart Profile

= Fublic Hey

= Fublic Key Upload

Marchant Reports

Figure 4.5 - Menu option to view the public key
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- The page that follows will display the public key uploaded by your company. In
addition, it also gives the validity period of the keys.

e m Thursday, 23 September 2010

Merchart Admin | Public Key | “iew Public Key

Wiew Public Key

Cert Tupe IPGP vl
Merchant
e N E TS 1 07008 o7 mziz0 16 26052010 fctive
B oz/moiz00 040102020 ozmoaiz00 fctive
LOoGOoUT

Change Password

Access Cortral

Merchant Admin

= Merchart Profile

=  Public Key

= Mieww Public Key

= Public Key Upload

Mercharnt Reports

Figure 4.6 —Information on public key uploaded by your company

4.3 Transaction Management (valid ONLY for Credit Card transactions)

This function allows you to have greater control on the credit cards that you want to allow at your

webstore. You can set up a list of:

i) Blacklisted credit card: This means that if a credit card number used at your website
matches the blacklisted card number set-up at under your account, the card cannot be
used for purchasing.

i Whitelisted credit card: This means that you want to accept ONLY a specific set of cards.

4.3.1 Setup of Blacklist Credit Cards

- To set-up credit cards to be blacklisted from your webstore, access the function
via the following navigation:

Merchant Admin > Transaction Management > Setup Merchant Blacklist
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You can add specific card numbers to be blacklisted, or prefixes of cards.

To do so, enter the first 6 digits of the credit card number.

4.3.2 Setup of Whitelist Credit Cards

To set-up credit cards to be whitelisted at your webstore, access the function via
the following navigation:

Merchant Admin > Transaction Management > Setup Merchant Whitelist

You can add specific card numbers to be whitelisted.

To do so, enter the first 6 digits of the credit card number.
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5 Virtual Terminal Transactions

5.1 Credit Card Sale Transaction

This facility allows you to perform a credit card sale transaction.

- To perform a credit card Sale transaction, from Figure 5.1, navigate as follows:

Merchant Transaction > Sales/Authorization > Perform Sales/Authorization

cNETS

Merchant

eNETS

LOGOUT

Change Password
Aocess Contral
Merchant Admin
terchant Report=
Merchart Trans=ction
= Capture

= Refund

= SalesfAsthorization

. FPerform
Salesifuthorization

Thurzday, 23 September 2010

terchant Transaction | Salesfiuthorization | Perform Salesifothorization

Merchant Yirtual Terminal

kerchant ID:

Merchant Hame:
Merchant Tranzaction Ref:

Currenoy:

Amount:

Tranzaction Type:

Card Humber:

Expiny [ate:

Hame on card:

W CWCE:

Q4TTTI000
TEST: Elva

|
ISGD vl

fup to 2 decimal places,
.0 12.39

I jv
|

Flease note that the Credit
Card Humbershould be 13 or
16 digits. Please input your
card numberwithout space ar
dash.

MonthIJan leear
|2005 vl

bt i3 CHWOTE

Figure 5.1 - Virtual ferminal option fo perform credit card Sales/Authorization
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- To process the Sales, enter all information needed for sale transaction as in Figure 5.2.

cNETS

Merchant Yirtual Ter rminal

Merchart Transaction | SalestAuthorization |

Perform Sales/futhorization

Thursday, 23 September 2010

The Merchant Transaction
Reference Number MUST
be unique.

Ensure that if you are
performing a sale, the

herchant ID: 947772000
bderchant Mame: TEST: Elva
Merchant Werchant Transaction Ref: |123456?
eN ETS Curreney: ISGD vl
LOGOUT |1DD.ED
Amount: (up to 2 decimal places,
. B g .. 12.34)
ange Passwar
Tranzaction Type: I SALE vl P
<
fizcess Control Card Number: [4551234567890000
Merchant Admin Flease note that the Credit
Card Numbershould be 13 or
A6 digits. Pleasze input wour
(et (Rpenis card numberwithout space ar
dash.
Merchant Transaction
Month I Jan = I “ear
Expiry Date:
=  Capture I 2016 |- I
= Refund MName on card: IAndrewTan
. |335
> Sales/Authorization B CVE2: w
Perform
Sales/futhorization

option under “Transaction
Type” MUST be set to
“SALE".

For better fraud
management, CVV/CVC2
maybe required. These are
the additional 3-4 digits
found on the back of the
credit card, beside the

cdnAtira line

Figure 5.2 — Sales transaction page

- Following a submission, the eNETS system will reply with the status of the transaction.

Figure 5.3 gives an example of a successful sales transaction.

eNETS

LOGOUT

Change Password

Access Control

Merchant Admin

Merchant Reports

Merchant Transaction

> Capture

> Refund

Figure 5.3 — Successful transaction confirmation from eNETS system

September 2010

Page 26

eNETS REPORTS & ADMINISTRATION USER GUIDE
Version 1, Revision 1
CONFIDENTIAL



cNETS

5.2 Credit Card Authorization Transaction
The difference between an “Authorization” and “Sale” is that in the former, the funds are
earmarked from the cardholder’s credit limit, but at the end of the day, such transactions are not
sent for seftlement i.e. authorization does NOT lead to actual billing to the cardholder. Sectors
that use the “authorization” function widely are hotels, car rentals.
- To perform an authorization, from Figure 5.1, navigate as follows:
Merchant Transaction > Sales/Authorization > Perform Sales/Authorization
- Enter all information needed for the authorization as in Figure 5.4
C_: m Thursday, 23 September 2010
Merchant Transaction | Salestfuthorization | Perform Salesifsthorization
tderchant Virtual Terminal
fderchant [0 SFFTI000
fderchant Mame: TEST: Elva
Merchant Merchant Transaction Ref: |3242342342 The Merchant Transaction
e N ETS Currency: | seD j' Reference Number MUST be
|1 0 unique.
LOEaUT Amount: [upto 2 decimal places,
Trergn PooswErs 2.9.12.39) Ensure that if you are
? Transaction Type: IAUTH -[ J performing an authorization,
Anoess Control ) -« the option under “Transaction
Card Numbar: [455699009451111 Type” MUST be set to “AUTH".
Merchant Admin FPlzaze note that the Cradit
o e e ety For better fraud
(WEmEhEr: e card number without space or monogemem, C\/V/CVC2
Merchant Transaction de may be_ r_equired' T_hlese are
Epiry Date: '"‘°n”'| Mar o] et the additional 3-4 digits found
= Capture |2018 vI on the back of the credit
S -~ Mame an card: IAndrew Tan card.
= Sales/futhori zation CV /7 CvEz: _%:i::lls m——
Ezrgjgmhorimion Distra Payment Listener: I pistra 517 I bistea uaAT
Figure 5.4 — Authorization Transaction Page
- Following a submission, the eNETS system will reply with the status of the transaction.
Figure 5.3 gives an example of a successful authorization transaction.
- Please refer to Section 6.2 on how to retrieve reports on “Authorized Credit Card
Transactions”.
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5.3 Credit Card Capture Transaction

This facility allows you to perform capture of a credit card authorization transaction previously
performed. By executing a capture, the transaction will be sent to the bank for settflement at the

end of the day, and the cardholder will be billed accordingly for the transaction.

- To perform an authorization, from Figure 5.5, navigate as follows:

Merchant Transaction > Capture > Perform Capture

Merchant Transaction | Capturs Perform Capture

Capture

Merchant

LOGOUT

Change Password

Access Control

Merchant Admin

Merchant Reports

SEEBIELTEESRIEL Retrieve Autharization Transanction Details | Clear I

= Capture

I I = Perform Capture I

Figure 5.5 - Menu option to perform a Capture

- Thereafter you can define the criteria in retfrieving the relevant authorized transaction.
You can retrieve by:
)} Specific fransaction period
i Merchant Reference Number
iii) Approval Code
Figure 5.6 gives an example, where the search is done by using a specified transaction
period. Click on the “Retrieve Authorization Transaction Details” button to display the

information.
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Merchant Transaction | Capture | Perform Capture
Capture
Merchant Transaction Period |n1,rn1,f201u - [oz/08/2010 =

Merchant ID

eNETS

LOGOUT

Change Passwword

Access Control

Merchant Admin

Merchant Reports

I_l.le'c.ﬂs'*tqef'x: I
I_;l.cc'c-.-'sl e I

Distra Payment Listener:

[ oistrs =17

Merchant Transaction

Retrieve Authorization Transanction Details | Clear |

= Capture

= Perform Capture

Figure 5.6 — Define criteria to retrieve list of authorized transactions

cNETS

Capture

Transaction Period |n1,fm;2mn = 1. [o2/08/2010 =

Merchant
Advanced Optien

LOGOUT
Change Password I taerenant Rt e I

[ asprousl Code I
Access Control

Distra Payment Listener: [ pistra SIT [ Distrs UAT
Werchant Admin
Merchant Reports Retrieve Authorization Transanction Details | Clear |

Merchant Transaction

> Capture

> Perform Capture

T20045 ||1.00 ‘: 001

=  Refund

20100310013 -.,T—

captured

=  Sales/Authorization

Capture Selected |

Figure 5.7 — Result list of authorization transactions retrieved

Thereafter you can perform a capture. The system allows you perform a full or partial
capture. You can also submit multiple captures.
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5.3.1 Multiple-full Captures

Figure 5.8 shows an example of multiple-full captures performed. To do this, check

on the box under “Full Capture” against the relevant authorized transactions.

cNETS

eNETS

I LOGOUT

I Changs Password
Marcharl Reporis
Marchant Transaction
= Laplae

= Pererm Caplurs
* Rafund

= Smlea/Audborizetson

Capture

Transation Fuliod j01/01/2005 = 7o |06,01/2008 i
e gochank 1D oT_mi

Cuaira sy |;-_-L .I

Thursday, OF Janwan 2000

Aduanced Dplians

T paaectant Bet tis l

r appioval Cods I

Fetrieve Authonzation Transanction Delails | Clear |

oo D;\ro- 1 =

relB0E

ne T sueh

DL 1008 05447 Tail ALUTH BfSS0h St O L ﬁ'lm
chant i
OneT oiueh b
- £ 537 T il T 2 S
DAOLZ008 |[20:32:32 |OT_M1 ||Test et S AUTH B68200 |100.00 saplured
ddpFlere
MWgrhant
OneT such [ Toba
G008 S -28-93 (R TE] Tari red HIGO SOG40 ALITH Eeaad 100 00 - : d
- T Pl Tl capiured
Facsehant

[ |-F.;--{-|- _:]

Capture Sebected |

Figure 5.8 - lllustration of multiple-full capture fransactions

Figure 5.9 shows the confirmation page returned by the eNETS system.
After you have captured the transactions successfully, these tfransactions will be

reflected in the “Credit Card Sales Report”.
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Capture

Captures submitted sucosssfully.

Merchant

eNETS

LOGOUT

Change Password

I Access Control

I Merchant Admin
Merchant Reports
Merchant Transaction
= Capture

= Perform Capture

Figure 5.9 — Successful page for Multiple Capture

5.3.2 Partial Capture

- To perform a partial capture, click on the “Merchant Reference No.” .

cNETS

eNETS

LOGOUT

Change Password

Access Control

Merchant Admin

IMerchant Reports

Merchant Ti

Menday, 02 August 2010

Capture

Transsction Period | = R Y =
Merchant ID 857374002

Advanced Option:
™ Merchant Rt s I

I pistra UAT

Retrieve Authorization Transanction Details | Clear |

> Capture

> Perform Capture

= Refund

=  Sales/Authorization

Goto Fs;il 1

-
‘ ‘:ist's'ﬁﬁ“‘ - ‘l‘

po100a10018J2UTH ||T20045 ||1.00
| Gote Pag=| 1 =

Capture Selected |

UcB

10/02/2010 Toee

captursd

‘w-‘.--ss ‘5=r°-‘33: ‘

Figure 5.10 - Performing a single capture
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Merchant

eNETS

| LOGOUT

Change Password

Marchan Reports

Marchant Trans=aion

> Capture

Pertorm Capbure

Reduned

= Salesisdhorizslion

Submit | Clear A

Rules for partial capture:

1. You can capture a lower amount, from the original
authorized amount.

2. You mav perform onlv ONE oartial canture.

Figure 5.11 - Single partial capture

A new page will be displayed with a successful message saying that capture has

been done successfully.

cNETS

Capture

Captures submitted sucosssfully

Merchant

eNETS

LOGOUT

Change Password

Access Control

Merchant Reports

Merchant Transaction

= Capture

I Merchant Admin

= Perform Capture

Figure 5.12 — Result Page for Single Capture
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ENE1S

LOGouT

Change Password

Access Contraol

terchant Adrin

terchart Reports

= Chargeback Reports

= Invoice

= Wiew Invoice

=  Refund Reports

= Tran=action Report=s

Werchant Reports | Invoice

View Invoice

Tax Invoice

Merchant

eNETS

LOGOUT

Generate Invoice I Clear |

Change Password

Access Control
Merchant Admin
Merchant Reports
> Chargeback Reports
> Invoice
> View Invoice |
‘ >  Refund Reports
= Transaction Reports

Merchant Transaction

Figure 6.1 — Selection Criteria Page

Thuisday, 23 September 2010

Selectthe billing period to generate invoice
forthe settlemant batch

l$(0 00 (05/06/2010-11/05/201
IHTML 'I

Wiew as:

Cenerate Invaice Clear |

Merchant

eNETS

LOGOUT

Change Passward

Access Control

Merchant Adrin

Merchart Reports

*  Chargeback Reports

= Inwvoice

= Vievr Invoice

= Refund Reports

*  Transaction Reports

Figure 6.2 — Selection of type of Invoice
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Irvoice Date:
Iroice Mo
Account Mo

De Date of Inwoice: 12062010

Merchant Marme:
Merchant 10
Address:

Transaction Period:  0506/2010-11/06/2010

Tax Invoice

1200652010
- 10052010-275
MO1234

TEST: Ally
Q47773009
Street 293 Tiong Bahru Road #04-0106 Central Plaza

Iransaction Txzn Count Ixn Refund($¥) Chargehacki$) Net Salesi$) Txn Fee($)
Type Sales
Credit Service SG0 0 0.00 0.00 0.00 0.00 0.00
{a) Het Sales
Value $(0.00)
Total Transaction Fee | Overview of fees payable to $0.00
Other Fees eNETS .for processing  of
transactions. Banks would
Total Other Fees seffle  with  non-master $0.00
Tatal Fees merchant on a daily basis on $0.00
sales proceeds.
GST g 7.00% $0.00
{b) Total Fees {inclusive of G5T) $0.00
(c) Outstanding Invoices $0.00
Figure 6.3 — Invoice in HTML format (Section 1)
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Adjustments
(d) Total Adjustments $ (0.00)

Movements in Collateral

Parent

Company Bank Cash _ Fu_nds Total(5)
Guarantes(§) Guarantee(d) Deposit(h)  WWithheld($)
(e) Balance B/F 0.oo 0.0o 0.00 0.oo 0.00
Eﬂyuc\flnzments during current billing 0.00 000 000 0.00 000
(fi Balance C/F 0.0a 0.oo 0.00 0.0a 0.00
Computation of Collateral Required
Last B months net sales 0.oo
Applicable percentage 12 300.00%
Contingent Expasure 0.00
Pending Chargeback from Sales 000
older than B months '
Total Collaterals Required 0.00
Net amount payable : a+bh+c+d+({f-e) SGD%0.00
Het amount payable: SGD%0.00
Billing Plan

GST SGD equivalent = $0.00
Batch Humber : null

This is computer-generated invoice, Mo signature is reguired.

The above Met Amount Payable will be credited into your bank account four working days from the date of
this invoice.

Figure 6.4 — Invoice in HTML format (Section 2)
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7 Reports

The Report function provides you with the ability to generate reports of a specified period. The

report can be viewed in 3 formats:

) HTML
in PDF
iii) Csv

7.1 Reports for ALL eNETS Payment Services

7.1.1 Transactions for All Payment Types

- This report gives you a list of fransactions that have been “settled” by eNETS for a
defined period.

- To view this report, navigate as follows:
Merchant Reports > Transaction Reports > Settled Transactions for All Payment

Types

e m Thuisday, 23 September 2010

Merchant Reports | Transaction Reports | Settled Transactions For All Payment Types

terchant - Transactions for Al Pament Types Report

Tranzaction Period |m 0572010 i B |31/08/2010 =
i terzhant 10 Q47 77I009
Merchant Cureney lm
e N E TS Wig as: Im
\EIEET You have a set of filters to select from
Advansed Dptions to streamline the results presented in a
Eusnssliesssond I broduct = report. For example, you can select
Aomse Cortrol I transaction Type = Loeri\c/)lgw fransaction in a specified

Merchant Admin I terchant Ref No I
N ™ spproval Code | Use the “Advanced Option” to

generate a more specific list of
> Chargeback Reports Generate Report | Clear | transactions.

= Invoice

If you are using more than one
= Refund Reparts payment service from eNETS, use the
optfion “Product” to search for

transactions  against a  specific
i product (e.g. credit card, direct debit,
- virfual account).

Transaction

= Transaction Reports

=

. Settled Transactions

For Al Payment Types

Figure 7.1 - Page to define criteria of report
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Merchant - Transactions for Al Paymem Types Repon
Report dale: 020102008

SSSs———S—S—S—____SS8S8fjljgmmmmmm——————————
~

Transachon Parind: 01 84 12008 o 3001 200005 Pmeuct Cradit Cand X . ) . .

e ke All T.he filter cn‘rqlo Qeflneq in Figure
< 7.1 is repeated in this section of the

Kerchant b HEF ANT A

erchant Mame: WERCHANT A report.

Cumency: 360

-
e ————————————

Tua Date Tmn Ll Fe EZFretest e reedal TR TosacsE mm"
(edivmiyeny|  Tima Rato deon | Tmn Tops [ Predust | pegy e (8 Fau (B) | powmpy | U30r
DL R ) RES ] raial SBi0 SALET FEDNT CaH . Snio L5 EER AR . —
EALES BUNMARY \
Coant 1 List of transaction information will be
e o0 displayed in Th|s table. In this
E—— 50,00 example, ‘rhere‘ is ONILY‘one record
that met the filter criteria, and the
REFUHD SURHRET tfransaction was settled by eNETS
o based on the date indicated in
0 } “Settled Date”.
Yalw (51 n.on
Trksaow e Fet (4 0.on
PMET BALES TOTAL
[
= ] Summary table at the end of each
falm 1 0.00 < report presents the total transaction
Tausshe Fre (3] 50,00 ) count and value.

Figure 7.2 — Transactions for All Payment Types Report

7.1.2 Sales for All Payment Types

This report gives you consolidated monthly sales of the current year.

For example, if you viewed this report on 15-June, the report will give you the
consolidated sales from January to May of the current year.

To view this report, navigate as follows:

Merchant Reports > Transaction Reports > Sales for All Payment Types
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September 2010

R You may select to view the Sales
et through ALL products (i.e. credit card,
direct debit, virtual account) or a
[+ g specific product.
Ton
ST | You may also filter by the Sales
Shrargs P currency.
) = Daradis Bepon | nJ-:ar]
e
Taains ool Fadt
=
Cosalt Ol Enperonsal
wan Por HI Paywand
Rl
Figure 7.3 — Define criteria for the report
Merchant - Monthly Sales Tor Al Payment Types
Fepor dste: 030172006
|
Warchant IDc TEST_A
serchanl Marie, Werchand A&
Maonth: 12 J 2005
Currency; G0
Product: DL
Total
crroy | Jan | Feb | ar | Apr | May | Jem | Ju | Aug [ Sep | oer | Wow ||:|er:
| 100000 1003 06

Figure 7.4 - Year to date Sales processed through eNETS payment services
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7.2 Reports Specific to Credit Card Transactions

7.2.1 Credit Card Authorization Report

- This function allows you to process transactions with a credit cardholder’s details.

This report assumes that you have a function to allow the authorization of credit
card details.
- To view the list of fransactions that have been authorized, navigate as follows:

Merchant Reports > Transaction Reports > Credit Card Authorization

Merchant Reports | Transsction Reports |  Credit Card Authorization

Credit Card - Authorization Report
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Figure 7.5 - Define criteria of the Authorization report
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Figure 7.6 — Credit Card Authorization Report
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7.2.2 Transaction Report With Credit Card Numbers

This report is akin to “Transactions for All Payment Types” report with the exception

that this report is only reflects credit card transactions, and you can view the

masked credit card number.

To view this report, navigate as follows:

Merchant Admins Reports > Transaction Reports > Transaction with Credit Card No.

cNETS

Mot

eNETS

TFwrsse Fra comd 3

Tl Al

oooa

[ s

= v, PEnarens

[fer =l

[=mi's]

—
—
e
I

Gerarss Fepor | Cleer |

Figure 7.7 - Define criteria
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Figure 7.8 — Transaction Report with (masked) Credit Card Numbers
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8 Quick Reference Guide

Question Answer

1. Who should use the eNETS Report This facility is used by merchant personnel to monitor and
and Administration facility? manage their online processing and administration of

payments

2. How do | access the eNETS Report | i) You will need to access the URL: https://admin.enets.sg.
and Administration facility? i) You will also need a Login ID and Password assigned by your

company’s System Administrator.

i) While the eNETS Report and Administration facility is
compatible with all browsers, it is best viewed using Netscape
6+ and Internet Explorer 5+, with resolution set to 800x600 or
above.

3. How can | create addition Login You will need to be given “System Administration” rights to
IDs to access eNETS Report and create new Login IDs. This is a privilege assigned by NETS. If you
Administration? have been assigned this privilege, please refer to Section 2 for a

systematic approach on managing the users’ access within

your company.

4. If I am the System Administrator, Your account will be locked after three failed attempts to login
and | have been locked out of the | in. To re-enable your account, please use the “"eNETS Merchant
system, how can | re-enable my Reqguest Form”. You may request for a copy of the form by
account sending your to: info@nets.com.sq.

5. | am not the System Administrator, | Please inform your organization System Administrator, who will
but my account has been locked. | be able to “unlock” your account.

6. Why do | have a different set of All  functions are assigned by the company’s System

functiondalities from my colleague?

Administrator, and this is assigned based on the roles that need
to be undertaken by specific staff. Therefore, if you see a
different set of functions, it is likely that your role is different from
the other users within your company.
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